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ii® AOTRONIX WebKnight 1.3 Setup

Welcome to the AQTRONIX
WebKnight 1.3 Setup Wizard

The Setup Wizard will llow you to change the way
AQTRONI Webknight 1.3 Featurss are installed on your
computer o even ko remove AQTRONIX Webknight 1.3 From
your computer, Click Next o continue or Cancel to exit the
Setup Wizard,
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i AQTRONIX WebKnight 1.3 Setup [ %]

Choose Setup Type
Choose the setup type that best suits yvour needs

Typical

Installs the most common program Features, Recommended For
most users,

Custom

Allows users ko choose which program Features will be installed
and where they will be installed. Recommended for advanced
users,

Complete

All program features will be installed, (Requires most disk
space)
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Webknight is succesfully installed,

You should review an%u Settlngs of Webknight (by running config,exe in C¥Program FilesWAQTROMES Webknight®) and restart IS on
LocalHost to load the firewall!
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Global Filter Capabilities
I~ ils Installed &5 Global Filtert Default: M

Register for the OnReadRawData event. This is required for the global filter cap abilitie s. This event can anly be called
if the filter is installed as 2 global filter. If this iz notthe case then WebKnight will fail to load. For 115 & (and up), you
need to run 115 in 115 5.0 Isclation mode (not Worker Process mode), Requires restart of IIS!
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x|
Modify, Repair or Remove installation
Select the operation you wish to perfarm.
,.é Modify
gﬁ Allows users to change the way Features are installed.
Repair

Repairs errors in the mast recent installation state - fixes
missing or corrupk Files, shartcuts and regiskry entries,

Remove
Removes AQTRONIX Webknight 1.3 from your computer,
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OHcFy WEEy B SAHEIA DI ESEH Bl

2

=400 @] http:/pweww, comv|EJOIE #Z » & -  Google-~ =

WebKnight Application Firewall Alert

Your request triggered an alert! If you feel that you have
received this page in error, please contact the
administrator of this web site.

What is WebKnight?

AQTRONIX WebKnight is an application firewall for weh
servers and is released under the GNU General Public
License. It is an ISAPI filter for securing web servers by
blocking certain requests, If an alert is triggered
webknight will take over and protect the web server,

For more information on YWebknight:
http: /fwww  agtronix, comwebknight

AQTRONIX WebKnight
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W WebKnight =ml - Config 10| =|

File View Help

2
AQTRONIX WebKnight Configuration
\Scanning Engine
[~ allow Late Scanning Default;
This will run Webknight as a low priority filter instead of high priority, Recommended is high priority (is more secure as
it precedes ather ISAPI filters which might have potential buffer averflows, etc).
Requires restart of 115!
¥ Scan Mon Secure Port Default: W
Scan unencrypted (HTTP) web traffic (default port 20, but can be anything else),
Requires restart of 115!
[¥ Scan Secure Port Default: v
Scan enceypted (HTTPS) web teaffic (default port 443, but can be anything elze).
Requires restart of II5!
¥ Use Excluded Web Instances Default: W
Euclude certain web instances, recommended for web instances which have their own ISAPI filter like Qutlook Web
Access, ;I
Ready 4
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Request Limits |ZI®l= Zo], URL Z°], HY2EH ZHo|] 55 A
E ) < |“URL Denied
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A 5 URL 98 ZUHE 9 A Jl da
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Mapped Path

2] 8ol 7
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EA query 2E#(xp_cmdshell, cmd.exe §) A,

uerystrin,
Querystring query 22E &4 SQL Injection 2 & A2H
Global Filter =24 dH H§ A%, 54 sy 2EF (xp_cmdshell,
Capabilities cnd.exe T) A T A4

34 o2 F U=
APl 7197k el

3 i 3L A Eelg = ol ] o] (¢ .
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3HA]%h, WebKnighte] 4] o]% 293 FAES o]83le] H2ES A 324 Agsigon,
41 2] WebKnight 213} 4 xpgt 27}

06:13:40 ; W3SVC31 ; OnPreprocHeaders ; xxx.xxx.151.24 ; ; GET ; /west/newsvieww.asp ;
id=37"%20and %20user %2Bchar(124)=0%20and %20”"=" ; BLOCKED: possible SQL injection in
querystring ; HTTP/1.1 ; ASPSESSIONIDAQDBDDAD=EDIA]JJBAFOHJCEKKEMBNCEJD

06:13:40 ; W3SVC31 ; OnPreprocHeaders ;xxx.xxx.151.24 ; ; GET ; /west/newsvieww.asp ;
id=37%25"%20and %20user %2Bchar(124)=0%20and %20’ %25'=" ; BLOCKED: possible SQL injection
in querystring ; HTTP/1.1 ; ASPSESSIONIDAQDBDDAD=EDIAJJBAFOHJCEKKEMBNCE]D

SQL Injection FZAo]2dx Hegt CGlI 34, Y EL traversal 34
GEE RS FAE 4 J3ATh WebKnight7} Aoz 348 2dslal

5 e
Res Felstd gl
Eol7k=dl, &9t FGANXME 71420 WebKnighte] =1 glo] Hgslth 21 218 F3
oAw gt FAHAAETE oyl de=A st HHd &5 shefof gt
AF7kA 30 GHEE Q] WebKnightE ©]-83F SQL Injection ek eto] sl Avfstsdth
WebKnightE A &&= J= FHoFgt GAHdl HEAIA 2 A3 53 34 Adads &
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